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o) 22lm|o|m (AHL) - Security Engineer / S5

ol AHI=S I"I WL | WHVFLAY= YUNNI
?-Ll- _II__EEI _¢_ QAI}” HEALING PAPER

°|E|]I'||O‘I:'|, = |=|X|'3|:!Q—| Q‘E A'“:llﬁe |1 7|§§ o2 ._Ol'o:l L5 5T =]




INtro

Think like an attacker, @

o build like a defender.
SAX 2™ A= F ™ ofLaE Aot 7 [wiX| 3
HOF &hEk

X}7} E| 1 L] T 220}X|i= O 2t2in AlME|X| o= FoFH0| L3t 3ER 1S B




Goal & No Goal
%

SAST2} LLM= &K| CI Ifo| Z2flof] £04= O |’iX S+

o MAE2= L4l Semgrep + LLMS 2E =01A| E[R=K] SAHEE o
WA B S SHK|X| Q= Hot AL 2|5 2 Al

=X ATEY 0| Tt Y &K




Relative cost to fix bugs,

30x
] ®
based on time of detection

25x
20x
15x
10x
S5px
Opx

Requirements/ Coding Integration/ System/ Production/

Architecture Component Acceptance Post-release

Testing Testing

O|0|X[] & : https://mondoo.com/blog/should-your-infrastructure-security-shift-left-or-right



off 22|12 SAST=
K= 71S0K| 2717

The Noise The Fatigue & Untrust
HOot ZH9] Adt 0| AF0| @EH(False Positive) HOIE! Mz| = St
X7 QEHMZ4Z THESH= O AR — HEES 25 S7t
O| 20| Ot Q= HOF AZH ALE O| = ot 2okt CHE DevSecOps 2HE

11, The State Of DevSecOps Report | Black Duck Global State of DevSecOps 2024
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High/Medium @S0 QEZ2 50% 0|



Il feat:
#43489 opened 2 hours ago by h

Il feat:
#43488 opened 2 hours ago by

1 feat:

security-scan-result

#43487 opened 2 hour!

#43486 opened 3 hours ago by J

#43485 opened 3 hours ago by

g

#43484 opened 3 hours ago by

>) javascript.vue.security.audit.xss.templates.avoid-v-html.avoid-v-html

- @ [ backend ' [ security-all-clear /= security-scan-result

Review required

backend ' ( security-all-clear ) = security-scan-result

+/ | backend [ security-all-clear

1 of 4 tasks

backend ' | security-all-clear /= security-scan-result

sk

security-all-clear | security-scan-result

guired

backend ) | security-all-clear | security-scan-result

Dynamically rendering arbitrary HTML on your website can be very dangerous because 1t can easily
lead to XSS vulnerabilities. Only use HTML interpolation on trusted content and never on user-

provided content.

LLMOf| 2fal = RASLICE Ch HRE HES

#43481 opened 3 hours ago by

#43480 opened 4 hours ago by

#43479 opened 4 hours ago by

#43478 opened 4 hours ago by

#43477 opened 4 hours ago by

security-scan-result

#43476 opened 4 hours ago by ¢

#43475 opened 4 hours ago by

#43474 opened 4 hours ago by

#43471 opened 5 hours ago by

iew required (1 of 4 tasks

-?ﬁ?_l‘l:l'\/ backend | security-all-clear | security-scan-result

of 4 tasks

88} « | backend  ( security-all-clear | security-scan-result

of 4 tasks

ISIC} « | backend | security-all-clear | security-scan-result

1sks

 +S{SIC} backend | ( security-all-clear | security-scan-result

iew required (1 of 4 tasks

H LRSI} ~  backend | security-all-clear

r ()1 of 4 tasks

backend | security-all-clear == security-scan-result

required (1 of 4 tasks

C} v ( backend  ( security-all-clear ) security-scan-result

IC} « ( security-all-clear | security-scan-result

wiew required



Critical/High &% 2[ /ol 1-257F E=LILCH.
O] E1t= JICH=E 7hE XA &271H,
o|Of(Semantic)2t = Context) 0| £ 5dA AX| =87kX| O[0{X[7| HFSLILC.

=2/t X2 |&7] #ohA= AlZH0] ER0IR Y
0 =i A HHEZt O|FO0{X|= 2t Z0i[M 2|0] /= AtS=7t BLIUCEH



trategy & Why

?H SAST + LLMQI7}?




2N QA
AST + Pattern + Analysis Engine. / \
while return
Data Flow
conW
variable
op = body name: a
/ N\ Control Flow
variable constant
branch
name: b alue 0
condition if- Nody .
Taint
compare assign assign
op: >
variable variable |variable bin op Varlable bin op 1
name: a name: b| |name: a op: — |  |name: op: — Semantlc
variable variable variable variable
name: a name: b name: b name: a

Strategy & Why

13



—

7| & SAS

7|Z& SAST CHE 2 Syntax(=22F) 74t F|2FH F|2FH

ujo
 Las
N
=2
Jim
ot
1l

AST (Abstract Syntax Tree)
MEXQI SAST= FEE AST(ZA 12 E2|)2H= 12 E2|2 It (parsing)8to] 241

Pattern Matching
IHEH P2 v 4= Soll €2 D= #+25 AP0 FelEl 2/ miEH =S54} H| woh= 17

— L |

Analysis Engine
AST 7|8t Dataflow, Taint S22} 20| Source(@E&)2t Sink(Z = X|H) L|0|EH S & 24

Strategy & Why 7|& SASTE| 7|=% oA

.IH2H Context)2| ELAH

14



Case - SQL injection

Dataflow 2} Z27|=5 Soll
| preparedStatement/executeQuery/
| user/ i) parameterized Bind & {8 E A=

A O|l©S
T AN

= "SELECT name, email FROM users WHERE i1d = '" + + " .
CF, A0 S0] Z2 X[ RUO{OFL.
return .executeQuery( ) ;

1. DatabaseSevice

2. executeQuery

3. preparedStatement

4. parameterized Bind

class DatabaseService {

public static User executeQuery(String ) 1

— .prepareStatement(

AH2|X|S flet TE0] cheh AP Z2

Strategy & Why 7|FE SASTS| 7|=X otA|



Case - Information disclose/expose

I
{ QIE 2XI/HE & F|ofS
class AuthenticationService
SAST7 ZLe{H
private Map<String, UserSession> activeSessions = new O_I|:I|_'__.| ]IHIE_.I% g_o_l-é-l_lol:-gﬂl_?

.get(
.FindById(
return new

-getldi), E{ Ao ol ECk7}
getEmail(), I |0]] CHSH &

.getPersonalData( )

);

}
}

interface UserRepository {
User findByUsername(String
User findById(String ) ;
void delete(String ) ;
voild updateRole(String

Strategy & Why 7|FE SASTS| 7|=X otA|



2H 2217t Hol= A
o Semantic(2|0]) + Context(2H=}) 7|tlol
o MFZQIDHEI 22| ofX| R7|
o OfL} H{TH ALEZ0| LOAM 57|
o FoFE0]| Cliot QE THTH 204, CHS W M
o MEJS A= 2RO

tttttttttttt 7|1Z SASTL| 7|=H otA|

.o =HContext)2| EXH'



») javascript.vue.security.audit.xss.templates.avoid-v-html.avoid-v-html

Dynamically rendering arbitrary HTML on your website can be very dangerous because it can easily

lead to XSS vulnerabilities. Only use HTML interpolation on trusted content and never on user-
provided content.

® Z2X|A: execute HAEONA TOCTOU(Time-of-Check-Time-of-Use) ZH = F|QFH0| ZEX{EHLICE. 2121 250]|A
process.isExpired() M3t 2t 260f|A AH| expire() X 2| AIO[0]] A[ZE ZEH0] U0, SA|E 2tF0l|A| CHE A ET} &S ZEM|ALS| E|E
HAY & JUSLICH E3F| ZQIE 2|YE A|ARIOM = STH 7IX7t = ZQIEE OIFEE, Y ZHOE Q5| DI=E[0{0F & Z2M|A T} X 2|5
7Lt 5 2|2 Aol Y&LICt St 2121 21-232] null MI32}F A X{2| AHO|o|= H|0|E] HA 7Hs4AJ0| EXYEHLICE.

Strategy & Why SAST + LLM

18



A | él-gl A | 1 I_E_I How Al enhances static application
security testing (SAST)

Semgrep Assistant Enters General
Availability, using Al to 10x the
Productivity of Any AppSec Team

NEWS PROVIDED BY
Semgrep —
Mar 20, 2024, 09:00 ET

Semgrep Assistant turbocharges AppSec workflows, streamlining pre and post-scan f

SAN FRANCISCO, March 20, 2024 /PRNewswire/ -- Semgrep, a code security solution de

programs, today announced the General Availability of Semgrep Assistant, a tool that use

efficiencies and uncover insights across all phases of an AppSec program, from rule creati

Nicole Choi - @nicchoi29
May 9, 2024 | (© 11 minutes

Share: X [ §] in

Strategy & Why NES IS PN



Build vs. Buy

eSS R
o SF 31 MHROILIREL}?
o 0|7{ MAH 2I5}= &A1} LI=7? Remediation Of£!L|.
e PoC EsI7Isi=0| T2 MA T HCHE QiL|?
o MZIHL} DO H|M 7 Z20|?
o AAIL X7|HAL 2E2T}?
o MZIHL}AIN LT @2l A2|=0|?




Build vs. Buy

Op=fl 9

o S T MHRO|ILIREL}?

o 0|7{ MH 2lol= A1} LIZ71? Remediation OFE!L.
e PoCEsZIgi=0| TZMA L MCHZ SiL|?

o MZIHLC}DI0| H|M H Z20]?

o AAILCX7|HAL 2FEH2I}?

o MZHL}AFH LT @2l Z2|=0|?

StAM 21OL| ZI™ Build and Small Start s 2 X}

tttttttttttt



Engineering Journey
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OFAI X}

L1 AA

(10
[Iha
=

&S Lio| ol

H

LLM Gateway

Azure OpenAl / AWS Bedrock / Google Vertex Al




OfFgy ME &Ih: S Al Ofo|ME B4

BE| Oj[0|ME V[dt mo|xa2|ol model: gpt 4.1-mini

Result .
(v | e = () (oo
Datafow
2 (o

LangGraph

Engineering Journey O] StH Almjf: ST AIOO|HE H2



Agent State
2= O[O|FET S7ol= &Y HiEE|

© 0o N O U1 b W N M

S ST
N B ©

class AgentState(TypedDict):
file_path: str
source_code: str
raw_findings: List[Dict]

ast_structure: Dict[str, Any]]
potential_findings: List[Dict]
verified_flows: List[Dict]
final_report: str

errors: List[str]

Engineering Journey O] StH Almjf: ST AIOO|HE H2

AST Agent

Dataflow
Agent

Findings
Agent

Result
Agent

Agent State

25



OFgy AT &1h: =

ML =

AST Agent
AEE i et SelA, H4 AT IHASHo] 2

(JSON) et

def ast_agent(state: AgentState) -> AgentState:
prompt = PromptTemplate.from_template("""
L= AST Oty HEZI0F. of2f ZEE EA6HM & I=

-1 b

SafjA, 2|1 ImportE 2i0|HZ{2|E JSON EBHOZ =

###Code:

{code}

###0utput: {...JSON Structure}

)

chain = prompt | 1lm | JsonOutputParser()

result =
chain.invoke({"code":state["source_code'"]})

state["ast_structure"] = result

return state

Engineering Journey O] StH Almjf: ST AIOO|HE H2

AST Agent

Dataflow
Agent

Findings
Agent

Result
Agent

Agent State

26



Ofe] ME AN =

Findings Agent
AST MHEQ} AA ACE H 1 FX|XQOI HOt F| ok
2 2. Z2 SAST/H A2 F[°

def findings_agent(state: AgentState) ->
AgentState:

prompt = PromptTemplate.from_template("""
H= MA 21 AA FE Hob EMII0F, AST X IE

AST Agent
H11 OWASP Top 10 FHE/H|=L|A 2% F UGS F0HH. J Result
£5| SQL Injection, XSS, Command Injection, RCE
NPE, 00B, IDOR, XXE ®IF ... Agent

Dataflow

[AST ##X]: {ast}
[AA FE]: {code} Agent

###H9IEA] At (Output)= JSON Z|AEE HiZls: [{{
"type": "...", "line": 10, "code": "..." }}] Findings
unn) Agent Agent State

Engineering Journey O] StH Almjf: ST AIOO|HE H2



OfAl At AlmY. 2XFsH Al 04[O

A L

Dataflow Agent
UAHE F|HH SHA| sl "AH2Xt 4242 (Taint Source)0| M 07|77}
X| E25t=71? E &9l =2 AST tHA|e} =tol

def dataflow_agent(state: AgentState) ->
AgentState:
findings = state["potential_findings"]
verified = []
prompt = PromptTemplate.from_template("""
L= Taint Analysis T™&7|0f.
{line}H 2lQle] IETJ} HOl FAMOZ X|ZFEIUN.

IE: "{vuln_code}"

AST Agent

Dataflow
Agent

0] HTt 'ALXL 3 (Request Parameter S)'QEH
E| AlZE|O]

dZ g0 EY5t=X] AN JEXQIES TS| F .

MM DE:.

{full _code}

Aitl= JSONQE: {{ "is_reachable": true/false,

Findings
Agent

"reason": "..." }}

mnmn Il)

Engineering Journey O] StH Almjf: ST AIOO|HE H2

Result
Agent

Agent State

28



Result Agent

AStEl 32 S Selolt 7HRA| 0ot | 712 25 B OME &d

1
2
3
4
5
6
4
8
9

R S O O
A W N RO

S

def result_agent(state: ScanState) -> ScanState:

prompt = PromptTemplate.from_template("""
= HOb 2|EE ZtMxiof. HBE FU4W MHE HiEOR

WXL =8 = /J= Markdown E|EEE AHMO|F.

mnmn H)

Engineering Journey O] StH Almjf: ST AIOO|HE H2

AST Agent

Dataflow
Agent

Findings
Agent

Result
Agent

Agent State

29



file TS 4N Y NP BN &) RN gh A8

Merged HEAD

wrwnent 12 Y totals O VR NG

semgrep option WM QR N
SettingsConfigDict @8 M. actions BERM 2 XM

susable 1 man EN Y RS A
gateway P {3l M4 N config py &8
debug § 2€ &)

AN T AR A
I gateway M8 N SN MY, sarif OME|NE PR
BN 2SN e
.'H,. BE MM «L‘"" reusable work Now 6 "
Y REN N oM B o

fix(ci): Docker |l Semgrep &Y 28 %

ChatBedrock provider ™ My &)

Engineering Journey

v 8 Al £7} 27 - 7|Et (47H) - 22510] B
1. @ code-security/vulnerable_samples/VulnerableBankAPI.java:15

H: sSt=3FE [ API 7|2t CO[E{H[0]A HZE HETII AA IO Z[F 250 AUSLICE Ol= 2fet Hot IS =g + JUSLICH

A7} AA FE0| H25HH 0| S5t HHE &A EtFg 4 JYSL|Ct
H H|ot:

// B4 W=l ohEst HIE 2| AARES ARESIH 32 FE

private static final String THIRD_PARTY_API_KEY = System.getenv("THIRD_PARTY_API_KEY");

// CEIO|EjH|o|A HE FEE gHF W42 AL

private static final String DB_URL = System.getenv("DB_URL");

private static final String DB_USER = System.getenv("DB_USER");

private static final String DB_PASSWORD = System.getenv('DB_PASSWORD");

2. @ code-security/vulnerable_samples/VulnerableBankAPI.java:156

=H: o] Al==Ql
ZAHE S2E

=3 Mgk

import org.springframework.security.access.prepost.PreAuthorize;
import org.springframework.security.core.Authentication;

@PostMapping("/admin/shutdown")
@PreAuthorize("hasRole('ADMIN')") // Spring SecurityE A28 2§t ZAL
public String shutdownServer(Authentication authentication)
// FIHEQl Het HE
if (!isAuthorizedAdmin(authentication)) {
throw new AccessDeniedException("Unauthorized shutdown attempt");

logEvent("Server shutdown initiated by: " + authentication.getName());
// HA Fr 2%
return "Shutdown signal received. Server is terminating.";

private boolean isAuthorizedAdmin(Authentication authentication) {
// F7MEel Het HF 2% 38
return true; // O[A] &

E= MY = 7|s2 H35tR|2, Q150|Lt #e HAR F5 giELICE Ol= oIS et 2ot Fof
T ASLIC.

oz

I

SAX7L




Engineering Journey

NO0| 2B L|RALC

@here Z45t= X 2! HE M M L23IME Github Action L 2 E F| 2™ A= code-security
XM F HAHGHA "‘*’“'5|' A& L

o T YIAEZL27I AIHSHE Mergegate UM = AT H2|ZE SHA| LA of| 2| X 2| =[]0 RUO{A| HX]|

=7ts

LTt Ao FEFEEILICE,

OFF AT &ml: SEet AIOO|HE H2

32



1= =

= O 1 L =

A & 6t =A? U= SHEIZ SEEULL.

o °

021 JHIR} T =8} XEASH MO Ol 28] £

. X|opd 53 M7 =2t

o Agent 7t 2tM EXx}
o IEIE AUMM/FX|ES ZX|

e HIE ZX| (B2 (2] H ==)
Ul A0
° El-o'—l H'—-IE %%'Xl III ||| L IIIIII - in |I III | I_l | 10| —— al al I|--IIIII-.III|I.II|II

® 025-08-01 2025-08-10 2025-08-19 2025-08-28 2025-09-06 2025-09-15 2025-09-24 2025-10-03 2025-10-12 2025-10-21 2025-10-30 2025-11-08 2025-11-17
XX

Engineering Journey OFA! KT MIf: S5 Al O[O|ME HZ2 33



&
ohl

I?

2025-08-01 2025-08-10 2025-08-19

o 7|& 2= SHHE|RL

L) Conversation 1 -0- Commits 1 [Fl Checks 3 Files changed 6

@ Aeg1sx commented on Sep 29
i

B =2 HMAE

HTAN Z3

Al FAYH S3 257 Critical/High, Medium, Low, False Positive2Z M|23}
Before/After 2= H|oh: FEISt FE 2[Rt £ ot HA|

TZXSE 2|XE: FO0|4 MMo = JI54 JiM

10 X|2 El: Kotlin Z& 2= Semgrep A& 10 74

Engineering Journey OFX MtH Almf: S AIOf|0|HE H2

2025-08-28

2025-09-06

2025-09-15 2025-09-24

Reviewers

No reviews

Assignees

No one—assign yourself

2025-10-03

2025-10-12

2025-10-21

2025-10-30

2025-11-08

2025-1-17

34



One-Shot Context Engineering

Context Builder

m H
[O|Z2fRl0] =& ER= SASLIC

DEOEE= [ =20 2R3t Context & 45| 2Ot ME

—_—a—0 L2, T

LLM LHEE S = CoT ofA| gfL|Ct. (Simple is Best)

Ref.
https://github.com/anthropics/claude-code-security-review
LLM-Driven SAST-Genius: A Hybrid Static Analysis Framework for Comprehensive and Actionable Security

Engineering Journey One-Shot Context Engineering

—> | Next Action

35


https://github.com/anthropics/claude-code-security-review/tree/main
https://www.arxiv.org/pdf/2509.15433

One-Shot Context Engineering

SHAIS o|O|Q} aHat

/| [

7|E ZE| ¢|o|HE One-Shot Context
AST Agent
- One Agent
Findings Agent 9 One Wo?kflow
Dataflow Agent One Prompt

Result Agent

Engineering Journey One-Shot Context Engineering



-

2HE (Pain Points)

ol 2% (Solution)

Semgrep 7|& &€ + LLM MZH
Semgrep?| severityE 7|ZQZ A1 LLME 0| AsF/58F =
Sh= Agar A

H(Adjustment)

2. 7|Z& SASTR} H|X3H 2X| Agente 2= FE RUSCIEEN L

Regex 7|8t f1Z= £41 + Import =&
E-l'A E-'”J\Ejl' Ol-L’lEI'I- ||o|-A |:|-|O ||’ |||mport _|_|-7:”||E RegeXE
2HContext)2 ZH =&

E5t04 LLMO]|A| 24

Single-Pass Processing
0l AgentZt 2 =X| A, StLte| LLM S = 2Ho|M AS (Verification) ot AH
(Explanation)2 sA[0| =

4, TEOE LY /RAEs =H|

Golden Prompt
7t& & SESH= ofLe| Aol ZE X E| 2= X[A|AFZH(Role, Task, Knowledge,
Output Format)= £ 2tz

5.H|E = (W 2= M HIH)

33 (Chunk) EH?| BiX| AE|
ofFE ofLd = =0| OfL[zf, AetEl TASS T A (Group) ot H0f| o2 F

6. 5 2X| (4-step Latency)

HHS = 2 Ee A A
Semgrep(O H ) > ™X2[(Regex, HS) > LLM(12]) =2 LLM CHZ| A|ZE
x| A5}

N

7. & H(Line Number) 22X

/= A= W + Highlight
LLMOI[A| & H= & 2X| g1, RE|7t &
0lA|Z

SE 02N E 5| "0 A=} HEX" Y

Engineering Journey

One-Shot Context Engineering

37



# JiMHEl HE ZBTE - Before/After =422 £3H

PROMPT_FOR_VERIFICATION = """
OW a2 2ot HMEJILICH. Semgrep BA ZuE =450 & FUECIX| 2ECIX] Htlsl, o FUEe| 2¢ FES +F YEE HASHL.

fokEA T|E kk
1. sokidR| F|QFEbwok:

GOIden‘PrOmpt L e A|I_}-E|Q2.} BT A

9

— Florst Fco| WEsh alol He Al
- MX| MY JHsE 4% I M (import 2 ZE)
- 43 S x0|H Hyets| M

2. %28 (False Positive)*x:

ROle . A| I——‘O'l E | Of IX‘ LlO‘l EOI' I'l |' - o ermax| FaE 2 A

- remediation_code= nullE &3

okl A= Hd HE Ik
X[Okx] 74 7 > 1 A7 — _ zlokst Blolot Axsis|, WS import £ Za
. OFA1 X127 ‘ QE IoOHCF —1 -| X -”O | m— - 7|E S Px9} AR KX
TaSkT‘_”:' |:||:|7_£I = 'I-II-I' 7ITOX I_I-o - MF SASe 2= AB
_ z=Moz 4F 09 7icts| MY

*SE A (ISON) i

Knowledge : RE ALY S A O |EIN YR ZE QE S =

"analyzed_vulnerabilities": [

{{
"check_id": "#®=ID",
"path": "mjg=",
"is_false_positive'": false

r
"explanation": "FUE HY: 27 Y, Iz, 4",
"remediation_code": "H&3t £3 Ic (Mdl JHsE =HEf)"
]
{format_instructions}
#a# BAE FUYH:
“json
{semgrep_findings}
i A4 IAE HEAE:
{source_code_map}
**& 24k remediation_codes= &H i HEg =+ U= gHEHsl I SS0(00F =Lch. 222l 30| ofd FA| =Lt 412 === A
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How

Golden-Prompt

Engineering Journey

One-Shot Context Engineering

ok P4

W
*
Hl AT

o ¥ In 1z

|
2

—_

- 0f|<

EFX] CHA @k

1. sekH|ELA 2E F Ak

QE /07t 28| 2

HB B ThsA

HolE H2 Hoj &
ZH/ R B FR THsA

2. kSRR F AUk

o{2] g0 ZE Ciojlg 58 24
Al #2| 28 (race condition, TOCTOU)
MM /NNl =5 FUH

API GIEZQIE 7t 2ZE Halx]|

C 3. xERE/EE F YRk

seagE bl

OFEISIR| e |2 A%
o2 HMelolN e =&
2ol DIUHY =&

HHH 1 ok

SEE Mepriq BCZF 2ot HE

HAE &8 Ql3Y 4 =0l

A3t AN S% 23 7F UxY &l
2

*kSeverity HCh 7|F %%

Zt z|okHo| QEEE Cl2 7|ZEoz2 2EFMG:

off =

= skhighsx: 2 HOEH L& = 32 7Is ¢

o =

o =

o =

- — skcriticalsx: SZHEQI A|AH”H] Z§| 7Hs

Remote Code Execution, SQL Injection, Authentication Bypass, Account Take

ts
XSS, CSRF, Path Traversal, Broken Access Control, Session Hijacking, API

= xkmediumkx: FE =F TE= HEHECl Hot ¥

Information Disclosure, Weak Cryptography, Insufficient Logging, Missing

- — sklowkk: HO Best Practice @8, ZHIH 2IE

Code Quality Issues, Minor Configuration Issues
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def analyze_file_dependencies(file_contents: Mapping[str, str]) —> Dict[str, Set[str]]:
gkl 7o o|EME EAMsio] ¢t #AIE uhekghlct

dependencies = defaultdict[Any, set](set)

# 2t 20{¥ import/include &
import_patterns = {
# Java
'java': [
r'import\s+([a-zA-Z_] [a-zA-Z20-9_.]%);",
r'import\s+static\s+([a-zA-Z_] [a-zA-Z0-9_.]x);"',
1,
# Python
‘py': |
r'from\s+([a-zA-Z_] [a-zA-Z0-9_. ] *)\s+import',
r'import\s+([a-zA-Z_] [a-zA-Z0-9_.1x%)"',
1,
# JavaScript/TypeScript
"j5': [
r'import.xfrom\s+[\""1(["\""1%) [\""]\s*x; 7',
r'require\s*\ (\s*[\"'""]([*\""]) [\""]\s*\)",
rimport\s*\ (\sk[\""]([*\"" 1) [\N'"I\s*k\) "',

"ts': [
rimport.kfrom\s+[\""]([*\""1%) [\""]\s*; 2",
r'require\s*\ (\s*[\'""]([*\""]) [\""]\s*x\)",
r'import\s*\ (\sk[\""TC[N""]%) [\N""]\sx%\)",

I,

Engineering Journey One-Shot Context Engineering

def extract_file_structure(content: str, language: str) —> str:
nnrmbelel XX HE F=EF (A, @ S)"M
lines = content.split('\n")
structure = []

patterns = {
=8 Xy 2
'‘python': [

(r'~\skclass\s+(\w+)', 'Class'),
(r'~\skdef\s+(\w+)', 'Function'),
(r'~\sxasync\s+def\s+(\w+)', 'Async Function'),
(r'~\s*@\w+', 'Decorator')

]l'

‘java': |
(r'~\sk(7:public\s+|private\s+|protected\s+)?(7:static\s+)?class\s+(\w+)', 'Class'),
(r'~\s*(?:public\s+|private\s+|protected\s+)?interface\s+(\w+)', 'Interface'),
(r'~\sk(7:public\s+|private\s+|protected\s+)?(?:static\s+)?enum\s+{(\w+)', 'Enum'),
(r'~\s*(7:public\s+|private\s+|protected\s+)?(7:static\s+) ?2\w+\s+(\w+)\s*\ (', 'Method'),
(r'~\sx@\w+', 'Annotation')

1,

‘javascript': [

(r'~\skclass\s+(\w+)', 'Class'),
(r'~\sxfunction\s+(\w+)', 'Function'),
(r'~\sxconst\s+(\w+)\s*=.%=>', 'Arrow Function'),
(r'~\skxexport\s+(7:default\s+)?(?:class|function)\s+(\w+)', "Export'),
(r*~\sxasync\s+function\s+(\w+)', 'Async Function')

]l'

'typescript': [

(r'~\sxclass\s+(\w+)', 'Class'),

(r'~\skxinterface\s+(\w+)', 'Interface'),

(r'~\sxtype\s+(\w+)', 'Type'),

(r'~\sxenum\s+(\w+)', "Enum'),

(r'~\skfunction\s+(\w+)', 'Function'),

(r'~\sxconst\s+(\w+)\s*=.%=>', 'Arrow Function'),
(r'~\skxexport\s+(?:default\s+)?(7:class|interface|function)\s+(\w+)"', 'Export')

]l'

'kotlin': [

(r'~\skclass\s+(\w+)', 'Class'),
(r'~\skdata\s+class\s+(\w+)', 'Data Class'),
(r'~\sxsealed\s+class\s+(\w+)', 'Sealed Class'),
(r'~\skxinterface\s+(\w+)', 'Interface'),
(r'~\s*xenum\s+class\s+(\w+)', 'Enum'),
(r'~\sxobject\s+(\w+)', 'Object'),
(r'~\s*xfun\s+(\w+)', 'Function'),
(r'~\sxsuspend\s+fun\s+(\w+)', 'Suspend Function'),
(r'~\s*@\w+', 'Annotation')
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O[H 22 =3 B0l =|C{2t7 2. HHE 1 Bo4L|CH

Repository: Event:
healingpaper; Pull Request (vi 1)( 1) ©
Author: Branch:
1098/merge a 54 minutes ago
® 2H|H: GitHub ActionsOlM ${{ github (9 2m 54s
Ch. 22X}7} PR A2, 2%, 72U HAIX| S PR
F, ZE WX, QlZal F= O|0E £ U= 22
steps.changed_files.outputs.all_chang :; High/Critical: Medium: B 1 hour ago
) ] ) G) 2m 23s
nl M2 @ Al 2
374

5 Today at 7:55 PM
G) 2m 52s

O 2 Azt
2025-11-23 12:43 UTC

B Today at 7:53 PM
G) 2m 39s

5 Today at 7:52 PM
G) 2m 28s

[ Today at 2:58 PM

G) 2m 51s

— name: Determine scan
run: | «
if [ "${{ github.e
echo " file5=${ O\ AoPk“ Ed_l.kl E7I =4 Pull Request E?I
echo "should_
echo "should_r® - - ——
fi
echo "files=${{ inputs.files }}" >> $GITHUB_OUTPUT
echo "should run=true" >> $GITHUB_OUTPUT

id: targets e Al A
if [ "${{ steps.
else € LLM-SAST Security Scanner | Run #746
else
fi

— name: Setup scan environment
if: steps.targets.outputs.should_run == 'true'

J Today at 1:36 PM
(9 3m 10s
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Result

2025-11-24 11:09:23,735 - root — INFO - Found @ issues across 2 scanned files in '/app'. securlty-scan [ security-scan
2025-11-24 11:09:23,735 root — INFO — | Semgrep scan finished. Found @ issues across 2 files.

2025-11-24 11:09:23,735 root — INFO — ®M Reading files for analysis...

2025-11-24 11:09:23,736 — root — INFO — B Successfully read 2 files for analysis (433 chars)
2025-11-24 11:09:23,736 — root — INFO — ® Initializing LLM for security analysis...

2025-11-24 11:09:24,174 - root — INFO - @ Starting Workflow 1: Semgrep findings verification...
2025-11-24 11:09:24,174 — root — INFO — ® Verification completed: @ vulnerabilities analyzed.
2025-11-24 11:09:24,174 — root — INFO - 8 Starting Workflow 2: Logic vulnerability discovery...
2025-11-24 11:09:24,174 - root — INFO - % Scanning for complex/logic vulnerabilities with LLM...
2025-11-24 11:09:24,174 - root - INFO - Selected 2 files for logic vulnerability discovery (433 chars)
2025-11-24 11:09:54,974 - httpx - INFO — HTTP Request: ([T P /1.1 200 oK
2025-11-24 11:09:55,143 - root — INFO - @ LLM discovery completed. Found 2 new vulnerabilities.
2025-11-24 11:09:55,143 - root — INFO - ® Discovery completed: 2 new vulnerabilities found.
2025-11-24 11:09:55,143 - root — INFO - M Generating final report...

2025-11-24 11:09:55,144 - root — INFO - @ LLM SAST report saved to /reports/llm_sast_report.json
2025-11-24 11:09:55,144 - root — INFO - W SARIF report saved to /reports/llm_sast_report.sarif
2025-11-24 11:09:55,145 root — INFO - Scan Summary:

2025-11-24 11:09:55,145 root INFO -— - Scanned files: 2

2025-11-24 11:09:55,145 root — INFO - - Semgrep findings: ©

2025-11-24 11:09:55,145 root — INFO - - Analyzed vulnerabilities: @

2025-11-24 11:09:55,145 root INFO -— - Discovered vulnerabilities: 2

2025-11-24 11:09:55,145 - root — INFO - » LLM SAST Scan finished.

¥ Security scan completed successfully

Set up job

Checkout Current Repository

Configure AWS Credentials

Get changed files (PR only)

Determine scan targets

Setup scan environment

Login to ECR

Run Security Scan

Upload Reports

Setup Report Formatter

Format PR Comment

Checkout Post Comment Action

Setup Post Comment Action

Post or Update PR Comment

Post Skip Comment

Check High/Critical Vulnerabilities

Send Slack Notification for Critical Issues

Security Scan Summary

Post Checkout Post Comment Action

Post Login to ECR

Post Configure AWS Credentials

Post Checkout Current Repository

]
]
]
o
o
]
o
o
o
o
]
o
o
o
@
]
]
o
o
o
]
o
o

Complete job
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Result

Engineering Journey
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Tip

SEEEE

e Github Action Y3ZE22 SZt A| bot 0|2|X2] (0l]: renovate)
o SAST H|Ql Y| EX|E2| Bt=1 Ef 2| ZX|E2|0f|M KA Z S =~ A= HIAEESR HEl = HYEE

jobs:
security-scan:

uses: code-security-repo/.github/actions/code-security-reusable.yaml@main

Ollo[HE
o OO|FEEZ 1l 21 47|10 C|HZ/ERo|Al & £

Knowledge

A 718

o IZHMEQ]| Of7|ElX MH =M readme.md, architecture_explaination.md S 0|2 ZSITE(| &

SHolo| &2|st= T 2N E R Oojekal | | M 7|8 XEs st A

Engineering Journe y O] StH Almjf: ST AIOO|HE H2

AAIC| Clst 2Ot 2|AT(ZE LY Secret 5) 2|8

ER
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Next Features

JHX} I E8 2T (Human-in-the-loop)

HA oA > AST OFA M=t (tree-sitter 2H2 0| H)

AHLH HI0]E{ (*md) S Knowledge base Zst & |2k Z1t 7|8 RAG 4

“Aardvark, OpenAl2| 0{|0|1E] Hot 2| Ax” 2|5l 7|

Engineering Journe y One-Shot Context Engineering
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Key takeways

. LLMO = SASTS| Z=HQI otA| (2t £X)E 356}/

. Simple is Best: =&i¢h BE| 0|0]ME L4l One-Shot HEfE 112ol{ £ 7|
JNEAE B S ol X|X| = 2Alo = HOlS Egloli2 7|

2PN 1= 2HZ A7| [0l Small Start EFgd 2iQ1o} |

AZ ERIE Ireforl) %= 58 HEOE Y

gAWN =
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